November 2018

ATTACHMENT A: Terms and Conditions for Processing European Personal Data

If Vendor is processing European Personal Data on behalf of Cold Spring Harbor Laboratory (“CSHL”), Vendor agrees to be bound by the
provisions of this Attachment A.

1.  General

1.1 *“European Personal Data” means any information that relates to a specific natural person who resides in the European Economic Area
(“EEA”) and who can be identified, directly or indirectly, such as by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person.

1.2
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2.11 Vendor will not transfer or permit the transfer of any of the European Personal Data across international borders without explicit
written consent of CSHL and, where the recipient of the data is located outside the EEA, a legally compliant transfer mechanism. To
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Schedule 1
Details of the processing activities

This Schedule forms part of the Processing Agreement and must be completed and signed by the parties.
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Schedule 2

Standard Contractual Clauses (processors)

Clause 1
Definitions
For the purposes of the Clauses:
(@) 'personal data’, 'special categories of data', 'process/processing’, ‘controller', ‘processor’, 'data subject' and 'supervisory authority'

shall have the same meaning as in Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of such data;

(b) 'the data exporter' means the controller who transfers the personal data;

(c) ‘the data importer' means the processor who agrees to receive from the data exporter personal data intended for processing on his
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Clause 4

Obligations of the data exporter

The data exporter agrees and warrants:

(@) that the processing, including the transfer itself, of the personal data has been and will continue to be carried out in accordance with
the relevant provisions of the applicable data protection law (and, where applicable, has been notified to the relevant authorities of the
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Clause 9

Governing Law

The Clauses shall be governed by the law of the Member State in which the data exporter is established

Clause 10

Variation of the contract

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding clauses on business related issues where
required as long as they do not contradict the Clause.
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Clause 11

Subprocessing

The data importer shall not subcontract any of its processing operations performed on behalf of the data exporter under the Clauses
without the prior written consent of the data exporter. Where the data importer subcontracts its obligations under the Clauses, with
the consent of the data exporter, it shall do so only by way of a written agreement with the subprocessor which imposes the same
obligations on the subprocessor as are imposed on the data importer under the Clauses. Where the subprocessor fails to fulfil its data
protection obligations under such written agreement the data importer shall remain fully liable to the data exporter for the
performance of the subprocessor's obligations under such agreement.

The prior written contract between the data importer and the subprocessor shall also provide for a third-party beneficiary clause as
laid down in Clause 3 for cases where the data subject is not able to bring the claim for compensation referred to in paragraph 1 of
Clause 6 against the data exporter or the data importer because they have factually disappeared or have ceased to exist in law or
have become insolvent and no successor entity has assumed the entire legal obligations of the data exporter or data importer by contract
or by operation of law. Such third-party liability of the subprocessor shall be limited to its own processing operations under the
Clauses.

The provisions relating to data protection aspects for subprocessing of the contract referred to in paragraph 1 shall be governed by the law
of the Member State in which the data exporter is established.

The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and notified by the data importer pursuant to
Clause 5 (j), which shall be updated at least once a year. The list shall be available to the data exporter's data protection supervisory
authority.

Clause 12

Obligation after the termination of personal data processing services

The parties agree that on the termination of the provision of data processing services, the data importer and the subprocessor shall, at
the choice of the data exporter, return all the personal data transferred and the copies thereof to the data exporter or shall destroy all
the personal data and certify to the data exporter that it has done so, unless legislation imposed upon the data importer prevents it from
returning or destroying all or part of the personal data transferred. In that case, the data importer warrants that it will guarantee the
confidentiality of the personal data transferred and will not actively process the personal data transferred anymore.

The data importer and the subprocessor warrant that upon request of the data exporter and/or of the supervisory authority, it will
submit its data processing facilities for an audit of the measures referred to in paragraph 1.
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APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES

This Appendix forms part of the Clauses and must be completed and signed by the parties.

The Member States may complete or specify, according to their national procedures, any additional necessary information to be contained in this
Appendix.

The contents of Schedule 1 to the Agreement shall also form Appendix 1 to these Clauses

Page 8 of 9



November 2018

APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES

This Appendix forms part of the Clauses and must be completed and signed by the parties.

Description of the technical and organisational security measures implemented by the data importer in accordance with Clauses 4(d) and
5(c) (or document/legislation attached):

[Vendor/Data Processor to Provide details of the level of security applied to Personal Data.]
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